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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

Quantum computing poses a long-term threat to information security. This may apply to some of the current protection measures in 5G systems. These threats are studied in this document so as to ensure that 5G systems remain secure also in the future.

The threats will impact symmetric and asymmetric cryptographic algorithms in different ways. This document focuses on symmetric cryptographic algorithms. In particular, it focuses on the implications of introducing 256 bit cryptographic keys and algorithms. 

The study allows informed decisions on why, when, where, and how symmetric cryptographic algorithms used in 3GPP systems could be strengthened to counter the identified threats. 

WHY: Commercial applications (e.g., critical infrastructure, financial, medical, and pharmaceutical) and government organizations may need enhanced protection for confidential information. 
WHEN: This study establishes a timeline for the introduction of enhanced protection measures. It is currently not clear when, e.g., quantum computers may pose a realistic threat. The timeline may take into account the following factors: 

the number of years that data that are sent protected in 5G (over the various interfaces) need to remain secure;

the number of years it will take to introduce 256-bit keys in the 5G system (standardization and deployment)
the number of years it takes to decrypt data protected with 128-bit keys, taking into account technological progress.

The study should also seek to align the security levels and timelines for introducing new asymmetric cryptographic algorithms with those for symmetric cryptographic algorithms in 5G. The reason is that the 5G system also makes use of asymmetric cryptographic algorithms, e.g. in network domain security, in untrusted non-3GPP access, and in 5G identity privacy, and it does not make sense to have different security levels for different types of algorithms in the same release of a 5G system. 
WHERE: Not all parts of the 5G system may be affected in the same way. The study should therefore investigate the impacts on UE, gNB, and core network entities separately. As an example, the study may investigate whether encryption between the UE and a gNB in an operator network (where the cleartext is available to the operator in the gNB) and encryption between the UE and a core network entity in a slice are affected by the requirements in the same way. 
HOW: The focus of this proposed new work will include, but will not be limited to, supporting 256-bit keys and algorithms, bolstering integrity protection by increasing the size of MAC-I in 5G networks, key derivation, AKA key generation, key distribution, key refresh, negotiation of the key size, and processing of confidential CP/UP/MP information.
1
Scope

The present document details the following:
-
An assessment of threats and potential countermeasures posed due to quantum computing and a resulting assessment of relevant countermeasures in the 5G system. 

-
An assessment of the timelines for the introduction of any countermeasures, in particular the increase of key lengths to 256 bits. This includes an alignment with the timeline for strengthening asymmetric cryptographic algorithms used in 5G systems. 

-
An assessment of which parts of the 5G system will be affected and in which way. 

-
A Study of full entropy 256 bit keys in the 5G key hierarchy, beginning with the permanent pre-shared key.  Including a study into modifying the derivation algorithms in order to derive child keys from the 256-bit master key instead of the 128-bit key.  

-
A study to determine whether a longer MAC is appropriate for 5G.  
-
A study of the coexistence of different size keys. In 3GPP networks, 256-bit keys in 5G will need to coexist with 128-bit keys in legacy networks or earlier 5G phases.  This includes storage of keys and separate key derivation algorithms both on the UE and in the core network.

-
A study into the desired number of 256-bit algorithms, e.g. if two 256-bit AKA key generation algorithm sets are needed.

-
A study of the desired performance aspects for the new 256-bit algorithms taking into account software and hardware aspects.

-
A study of key size negotiation.  

-
A study into whether the current methods for distribution and refresh of security keys are equally applicable to larger key sizes and can remain the same.

-
A study into the Encryption and integrity algorithms that could be needed. This includes 256-bit session/intermediate keys in 5G, may, in some cases, simply entail using larger-key versions of current algorithms, while in other cases new algorithms may need to be chosen altogether.  

-
Recommendations for suitable requirements for the needed algorithms for use with 256-bit keys and ask ETSI SAGE to provide those algorithms.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

3
Definitions abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>

4
Threats and potential countermeasures posed due to quantum computing
Some scientists now believe it to be merely a significant engineering challenge. Some experts even predict that within the next 20 or so years, sufficiently large quantum computers will be built to break essentially all public key schemes currently in use. With regard to symmetric key crypto systems in particular, Grover’s search algorithm proffers a theoretical quadratic speedup on unstructured search problems. While such a speedup does not render cryptographic technologies obsolete, it can have the effect of requiring larger key sizes, even in the symmetric key case. It is not known how far these quantum advantages can be pushed, nor how wide is the gap between feasibility in the classical and quantum models. 

With the advances in quantum computing, the security community feels it is important we start preparing our information security systems to be able to resist quantum computing. Part of that being larger key sizes for symmetric key crypto. NIST has already recommended transitions from key sizes and algorithms that provide 80 bits of security, to key sizes and algorithms that provide 112 or 128 bits of security (see NIST SP 800-131A[x]). With the development of quantum computers, it is possible there will need to be another shift to algorithms with larger key sizes. 

5
Assessment of quantum computing impact timelines
Editor's Note: This section will contain text on the timelines for introducing quantum safe cryptographic algorithms and evaluation on when it is expected that quantum computing can be used to break the current encryption algorithms.

6
Impacted NextGen areas

Editor's Note: This section will contain text on the impacted areas of NextGen that may be impacted by advances in cryptography.
7
Study of full entropy 256 bit keys in the 5G key hierarchy
A threat to AES128 can occur when an un-randomized IV, AES128 counter mode are used enabling an attack that is significantly cheaper than expected while using AES128 (2^128 AES operations). This happens when known plaintexts are encrypted under many different keys, allowing the attacker to learn the block encryption of the same counter under many different keys. 
If there are n keys where the attacker can learn encrypted counter value, then the attacker and recover 1 of the n keys using only 2^128/n operations, by storing the n encrypted counter values in a sorted list or hash table, and testing whether the encryption of the counter under guessed key values appears in the list. 
For example, the attacker only needs to try 2^96 keys on random to find a key that matches one of 2^32 (4 billion) known encryptions of the same counter. This attack is a concern when the attacker can compromise a system by stealing secret information from any of a large community of users, or when a single user sends critical secret information over a connection that is repeatedly rekeyed. It can be mitigated by using a larger key size (e.g. 192 or 256 bits), or by including some randomness in the AES counter mode IV (as the TLS and IPsec protocols do).
8
Assessment of the requirement impact of a longer MAC

Editor's Note: This section will contain the study on whether a longer MAC is appropriate for 5G.  Note that the higher data rates achievable in 5G should be able to accommodate a reasonable MAC-I size increase without suffering significant performance degradation.  It is also to be studied whether an integrity algorithm different from the ones standardized for 5G phase 1 needs to be developed.
9
Study of coexistence of different size keys and key size negotiation.
Editor's note: This section needs to be reviewed once content in the clauses above has been added.
Editor's Note: This section will contain study on key size negotiation: The security specification should be flexible so as to be easily adapted or upgraded in the future, particularly taking into consideration roaming situations.

Editor's Note: This section will also contain study on coexistence of different size keys: In 3GPP networks, 256-bit keys in 5G will need to coexist with 128-bit keys in legacy networks or earlier 5G phases.  This entails storage of keys and separate key derivation algorithms both on the UE and in the core network.
9.1 Ensuring system parameters support variable length keys 
Since the 5G system will be expected to support 128-bit as well as 256-bit keys, it cannot be assumed that any such key is of a fixed length. Accordingly, all messages, fields and other parameters communicating cipher keys and integrity keys in the 5G system should allow for the fact that the associated key has variable length. 

The entropy of other keys in the key hierarchy (KSEAF, KAMF, KgNB etc.) may also be variable. For example, a KSEAF generated from a 256-bit K value using a 256 bit TOPC value for TUAK could have up to 512 bits of entropy. As a general principle, it would be desirable to preserve as much entropy as possible through the key hierarchy – e.g. allowing independent 256-bit ciphering and integrity keys to be established between the UE and any node - rather than forcing all intermediate keys to have 256 bits. Accordingly, messages, fields and other parameters communicating other keys in the hierarchy should allow for the fact that the associated key may have variable length.

Any public keys in the 5G system may have to be of variable size to support security equivalents of the different symmetric key lengths. In particular, proposed quantum safe public key algorithms sometimes have very large key sizes (running into many thousands of bits). Accordingly, messages, fields and other parameters communicating public keys should potentially allow for very long message sizes: thousands of octets or more. 

To avoid making multiple changes in future specifications, it is proposed not to set upper bounds on key lengths in any key e.g. to use LV or TLV constructions rather than zero-padding keys up to a larger fixed length. 

9.2 Ensuring system parameters support variable length MACs, AKA messages etc.  
Using a 256-bit key with – for example – a 32-bit MAC or a 64-bit AUTN or RES looks unusual going forwards. While standardizing increased key lengths, 3GPP should take the opportunity to revise the maximum lengths of other input and output parameters, in order to facilitate a consistent security level. 

Accordingly, all messages, fields and other parameters communicating inputs and outputs to AKA, or output from any integrity algorithm in the 5G system, should allow for variable lengths. Again, to avoid making multiple changes in future specifications, it is proposed not to set upper bounds on lengths in any of these constructions e.g. to use LV or TLV constructions. 

9.3 Ensuring Key Derivation Functions support variable length keys 
All key derivation functions should allow for variable length output. In some cases, a derivation function will generate 128-bit keys; in others it will generate 256-bit keys. As identified in point 9.1, intermediate keys in the hierarchy may have variable length as well. To ensure cryptographic separation, the desired output key length or lengths (if several keys are being derived at once) should be provided as an input parameter to the KDF. 

It is proposed to look carefully at the key derivation function, to make sure it does not become an artificial constraint on key entropy going forwards (or even worse, a single point of cryptographic failure of the whole 5G system). Solutions which support variable KDFs e.g. a KDF based on SHA-512 or SHA-3, are likely to be complex, since there will need to be negotiation between UE and Serving/Home Network concerning which KDFs are supported. This requires early consideration even if a decision to introduce a new KDF is postponed to a future release. 

9.4 Using 256-bit keys in New RAN with legacy core 
A special concern arises in cases where a new 5G RAN is combined with a legacy LTE core. The gNB could attempt to negotiate 256-bit keys with the UE in such cases, but the core would not be aware of this. It needs to be considered if this approach is workable, or introduces more security problems than it potentially solves.  

10
Study of desired number of 256-bit algorithms
10.1 
Overview of existing GSMA/3GPP symmetric algorithms

This section lists and analyses the existing symmetric GSMA/3GPP algorithms for authentication, AKA key generation, encryption and integrity.

10.1.1
Algorithms for authentication and AKA key generation

Figure X1 lists the GSMA and 3GPP algorithms for authentication and AKA key generation. Algorithms marked with red are legacy algorithms that are no longer recommended and should be phased out due to their short key length.
	Cipher
	Proprietary
	Proprietary
	Proprietary
	AES
	Keccak

	Input Key Size
	128
	128
	128
	128
	128, 256

	Output Key Size
	56
	56
	64
	128
	128, 256

	Name
	COMP-128-1
	COMP-128-1
	COMP-128-1
	MILENAGE
	TUAK


Figure X1: Algorithms for authentication and AKA key generation

3GPP systems has normally specified two cryptographically strong algorithms for each functionality. Together with algorithm negotiation, this means that the 3GPP systems are strong even if a weakness is found in one of the two algorithms. For AKA key generation with 256-bit keys, only one algorithm is currently specified (TUAK based on the Keccak sponge function also used in SHA-3).

To follow the principle of having two parallel algorithms (which has served cellular systems well), GSMA/3GPP need to standardize a second AKA key generation algorithm for 256-bit keys. One possible option being MILENAGE extended with AES-256 in addition to AES-128. 
10.1.2
Algorithms for encryption and integrity

Figure 10.1.2-1 lists the GSMA and 3GPP algorithms for encryption and integrity. Algorithms marked with red are legacy algorithms that are no longer recommended and should be phased out due to their short key length. 
	Cipher
	Proprietary
	Proprietary
	KASUMI
	KASUMI
	KASUMI
	SNOW 3G
	SNOW 3G
	AES
	AES
	ZUC
	ZUC

	Key Size
	64
	64
	64
	128
	128
	128
	128
	128
	128
	128
	128

	Mode
	XOR
	XOR
	f8-mode
	f8-mode
	CBC-MAC
	XOR
	CW-MAC1
	CTR
	CMAC
	XOR
	CW-MAC2

	Type
	ENC
	ENC
	ENC
	ENC
	INT
	ENC
	INT
	ENC
	INT
	ENC
	INT

	MAC len
	-
	-
	-
	-
	32
	-
	32
	-
	32
	-
	32

	GSM
	A5/1
	A5/2
	A5/3
	A5/4
	
	
	
	
	
	
	

	GPRS
	GEA1
	GEA2
	GEA3
	GEA4
	GIA4
	GEA5
	GIA5
	
	
	
	

	UMTS
	
	
	
	UEA1
	UIA1
	UEA2
	UIA2
	
	
	
	

	LTE
	
	
	
	
	
	128-EEA1
	128-EIA1
	128-EEA2
	128-EIA2
	128-EEA3
	128-EIA3

	NR
	
	
	
	
	
	128-NEA1
	128-NIA1
	128-NEA2
	128-NIA2
	128-NEA3
	128-NIA3


Figure 10.1.2-1: Algorithms for encryption and integrity 

All existing integrity algorithms uses a MAC length of 32 bits. In addition to the algorithms listed in Figure 10.1.2-1, the terms A5/0, GEA0, UEA0, UIA0, EEA0, EIA0, NEA0, NIA0 are used as different names for the NULL algorithm.
11
Study the desired performance aspects for the new 256-bit algorithms

Editor's Note: This section will study the desired performance aspects for the new 256-bit algorithms taking into account software and hardware aspects.
12
Study of key management

Editor's Note: This section will study key management, key distribution and key refresh. It should include whether the current methods for distribution and refresh of security keys are equally applicable to larger key sizes and can remain the same.
13
Study of encryption and integrity algorithm details

Editor's Note: This section will study the details of encryption and integrity algorithms. For example, accommodating 256-bit session/intermediate keys in 5G, may, in some cases, simply entail using larger-key versions of current algorithms, while in other cases new algorithms may need to be chosen altogether.  
14
Potential Requirements

Editor's Note: This section will study suitable requirements for the needed algorithms for use with 256-bit keys
15
Conclusions
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